
Asymmetry Vulnerability and Physical Attacks on Online Map
Construction for Autonomous Driving

Yang Lou*
City University of Hong Kong

Hong Kong, China
yanglou3-c@my.cityu.edu.hk

Haibo Hu*
City University of Hong Kong

Hong Kong, China
haibohu2-c@my.cityu.edu.hk

Qun Song*
City University of Hong Kong

Hong Kong, China
qunsong@cityu.edu.hk

Qian Xu
City University of Hong Kong

City University of Hong Kong Matter
Science Research Institute (Futian)

Hong Kong, China
qian.xu@cityu.edu.hk

Yi Zhu
Wayne State University

Detroit, USA
yzhu39@wayne.edu

Rui Tan
Nanyang Technological University

Singapore
tanrui@ntu.edu.sg

Wei-Bin Lee
Information Security Center, Hon Hai

Research Institute
Feng Chia University

Taipei, Taiwan
wei-bin.lee@foxconn.com

Jianping Wang†
City University of Hong Kong

Hong Kong, China
jianwang@cityu.edu.hk

Abstract
High-definition (HD) maps provide precise environmental informa-
tion essential for prediction and planning in autonomous driving
(AD) systems. Due to the high cost of labeling and maintenance,
recent research has turned to online HD map construction using
onboard sensor data, offering wider coverage and more timely up-
dates for autonomous vehicles (AVs). However, the robustness of
online map construction under adversarial conditions remains un-
derexplored. In this paper, we present a systematic vulnerability
analysis of online map construction models, which reveals that
these models exhibit an inherent bias toward predicting symmetric
road structures. In asymmetric scenes like forks or merges, this bias
often causes the model to mistakenly predict a straight boundary
that mirrors the opposite side. We demonstrate that this vulner-
ability persists in the real-world and can be reliably triggered by
obstruction or targeted interference. Leveraging this vulnerability,
we propose a novel two-stage attack framework capable of manipu-
lating online constructed maps. First, our method identifies vulner-
able asymmetric scenes along the victim AV’s potential route. Then,
we optimize the location and pattern of camera-blinding attacks
and adversarial patch attacks. Evaluations on a public AD dataset
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demonstrate that our attacks can degrade mapping accuracy by up
to 9.9% in average precision, render up to 44% of targeted routes un-
reachable, and increase unsafe planned trajectory rates—colliding
with real-world road boundaries—by up to 27%. These attacks are
also validated on a real-world testbed vehicle.1 We further analyze
root causes of the symmetry bias, attributing them to training data
imbalance, model architecture, and map element representation.
Based on these findings, we propose asymmetric data fine-tuning
as a targeted defense, which significantly improves model robust-
ness. To the best of our knowledge, this study presents the first
vulnerability assessment of online map construction models and
introduces the first digital and physical attack against them.
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1 Introduction
High-definition (HD) maps are essential for modern autonomous
driving (AD) systems, providing precise and structured environ-
mental representation for reliable decision-making. These maps
capture centimeter-level details of vectorized map elements, along
1Our real-world attack demos are available at http://onlinemapattack.online/.
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Figure 1: By placing a flashlight or adversarial patch at the
roadside of an asymmetric scene, an attacker canmislead the
autonomous vehicle’s online map construction, potentially
inducing unsafe planning decisions.

with traffic and navigation data. Traditional HD map construction
relies on SLAM-based pipelines with manual annotation, which is
labor-intensive. Recent advances focus on online HD map construc-
tion that predicts vectorized representation for road boundaries,
lane dividers, and pedestrian crossings using onboard sensors, en-
abling fresher maps at lower costs. AD companies further scale this
process by aggregating maps from fleet vehicles in a crowd-sourced
fashion to build and maintain global HD maps. HD maps support
downstream modules like trajectory prediction and motion plan-
ning. Consequently, any inaccuracies can lead to unsafe driving
behaviors such as missed turns, lane drifting, or collisions. Worse,
if a flawed map is uploaded to a crowd-sourced global map, it can
corrupt shared data and mislead all vehicles relying on it. Despite
their critical role in AD pipelines, the security and robustness of
online map construction remain underexplored.

Prior physical attacks targeting map-related data flow in AD sys-
tems mainly focus on lane detection, which uses a front-view image
to identify lane markings and supports advanced driver assistance
systems (ADAS) functions like lane-keeping and lane-changing.
These attacks generally launch in two ways: (1) placing on-road
objects, such as crafted patches [12, 29] or traffic cones [8, 39];
and (2) exploiting environmental conditions, such as projecting
phantom lanes at night [22] or leveraging sun-induced shadow
patterns [21, 38]. However, existing attacks suffer from practical
limitations: on-road object placement often violates traffic regu-
lations and is costly. Phantom-based attacks depend on specific
settings like nighttime or sun position. Unlike lane detection, which
only generates the traffic lanes, online map construction generates
vectorized maps, including pedestrian crossings, lane dividers, road
boundaries, etc. The richer input, broader output range, and more
complex model architecture of online map construction, which fea-
ture deep interaction between map elements and image features,
introduce new challenges and attack opportunities. In this work,
we propose a low-cost and physically realizable roadside attack that
disrupts online map construction and cascades into consequential
failures in downstream planning.

Vulnerability Analysis and Attack Opportunity. To under-
stand whether online HDmap constructionmodels have exploitable
weaknesses, we conduct a vulnerability analysis using a large-scale

autonomous driving dataset. We classify scenes into two categories:
symmetric scene, where left and right road boundaries have simi-
lar or mirrored structures (e.g., straight roads and intersections);
and asymmetric scene, where one boundary significantly diverges
while the other remains relatively straight (e.g., forks and merges).
Our analysis shows that online map construction tends to recon-
struct symmetric maps even when the ground truth environment
is asymmetric. For example, the model often reconstructs a straight
road map in scenarios where the actual environment is a road fork.
These results reveal an inherent bias in the online map construction
models toward predicting symmetric road structures. We further
validate this bias in real-world experiments using our testbed AV
running an online map construction model. We evaluate one sym-
metric and one asymmetric scene under three conditions: (1) clean,
(2) flashlight interference at a random roadside position, and (3)
flashlight placed based on our attack framework. The symmetric
scene remains robust across all conditions. In contrast, the asym-
metric scene is correctly predicted in the clean case, mildly distorted
under random interference, and completely mispredicted as a sym-
metrical straight road under our targeted attack, confirming that
symmetry bias can be reliably triggered by physical interference
with carefully chosen configurations. This vulnerability creates an
exploitable attack surface for physical attacks against online map
construction. Specifically, we consider two physical attack vectors,
flashlights and adversarial patches, that introduce physical interfer-
ence to achieve two key objectives: (1) Road Straightening, which
hides turns by inducing false straight-boundary predictions; and (2)
Early Turn, which shifts predicted boundary earlier than intended,
increasing the risk of roadside collisions.

Challenges in Exploiting Symmetry Bias. Effectively exploit-
ing the symmetry bias in online map construction models presents
three key challenges. First, while asymmetric scenes are more sus-
ceptible to attacks, they are not explicitly labeled in existing map
datasets, making it difficult to identify these scenes without expert
knowledge. This necessitates the development of an automated
asymmetric scene detection approach, either for launching attacks
or for large-scale robustness testing by AD companies. Second,
practical attack deployment faces substantial real-world constraints.
Attacks should be deployed from the roadside following traffic regu-
lations, with limited resources such as fixed-size adversarial patches
or flashlights with constrained power. Third, the search space for
attack configuration, including attack position, height, and patch
pattern, is large and complex, particularly when targeting a victim’s
route or an entire urban area. Efficient optimization is needed to
identify effective configurations within practical boundaries.

Our Novel Attacks. To address the above three challenges, we
propose a two-stage attack framework. The first stage identifies
vulnerable asymmetric scenes using HD/SD or self-constructed
maps and optional camera images. A rule-based geometric classi-
fier detects asymmetry by analyzing curvature differences between
road boundaries, while a vision-language model (VLM) filters out
false positives and adds semantic labels and reasoning for reference.
In the second stage, we optimize physical attack configurations
under real-world constraints. To reduce the search space, we design
a scoring mechanism that ranks candidate roadside positions by bal-
ancing attack intensity and coverage of critical asymmetry regions.
For execution, we define task-specific loss functions for two attack
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objectives: road straightening and early turn. Camera blinding at-
tacks simulate lens flare effects and use black-box heuristic search
to find effective flashlight positions. Adversarial patch attacks sim-
ulate projected patterns and apply a hybrid of heuristic search
and projected gradient descent (PGD) to jointly optimize patch
placement and appearance. This framework supports four possible
attack configurations, derived by combining two attack vectors
with two attack objectives, each capable of effectively manipulating
online-constructed maps in asymmetric driving scenarios.

We evaluate our attack on both the nuScenes dataset and a
custom-built testbed AV. In the dataset-based experiments, our
attack reduces map construction average precision (AP) by up to
9.9%, causes 44% of scenes to result in unreachable route planning
due to road straightening, and increases the unsafe planned trajec-
tory rate-collisions with real-world road boundaries-to 27% due to
early turn predictions. In real-world tests, our attack successfully
induces symmetry prediction errors in five asymmetric scenes us-
ing either flashlight-based camera blinding or adversarial patches.
We identify three root causes of this vulnerability: training data
imbalance, network design, and map element representation. Based
on these insights, we propose asymmetric data fine-tuning, which
improves model performance and reduces the attack’s effectiveness
on asymmetric scenes.

Our main contributions are summarized as follows:

• We conduct the first systematic vulnerability analysis of
online map construction models and reveal an inherent bias
toward symmetric road predictions under obstructions or
targeted interference.

• We propose a novel two-stage attack framework that effi-
ciently identifies attack configurations for black-box camera
blinding and white-box adversarial patches, enabling effec-
tive road straightening and early turn attacks.

• We evaluate our attack on both a public autonomous driving
dataset and a real-world testbed, demonstrating significant
degradation in map quality and planning outcomes, includ-
ing unreachable routes and collisions. We further analyze
root causes and propose a defense to mitigate the threat.

The remainder of this paper is organized as follows: Section 2
reviews related work. Section 3 introduces the identified vulnerabil-
ity. Section 4 defines the threat model. Section 5 details our attack
framework. Sections 6 and 7 present dataset-based and real-world
evaluations. Section 8 analyzes root causes and proposes a defense.
Section 9 discusses limitations and future directions. Section 10
concludes the paper.

2 Background
2.1 Autonomous Driving Systems
Autonomous driving (AD) systems typically consist of perception,
trajectory prediction, and motion planning modules, each essential
for safe and effective vehicle operation. The perception module pro-
cesses sensor data from cameras, LiDAR, radar, and other onboard
sensors to interpret the environment. Two primary perception tasks
are (1) object detection and tracking, and (2) mapping. Object de-
tection and tracking identify dynamic objects, such as vehicles,
pedestrians, and cyclists, producing structured outputs in the form

of bounding boxes and their trajectories over time. Mapping gen-
erates high-definition (HD) maps that provide detailed geometric
and semantic information about the static environment, including
road boundaries, lane dividers, and pedestrian crossings. Trajectory
prediction bridges perception and planning by forecasting future
trajectories of surrounding objects based on perceived states and
HD maps. Finally, the motion planning module integrates percep-
tion and prediction outputs with HD map information to generate
a safe, efficient, and feasible driving trajectory. Given their critical
influence on downstream decision-making, the reliability of HD
maps is vital for AD system safety and robustness.

2.2 Online Map Construction
Traditionally, HD maps are built offline using simultaneous local-
ization and mapping (SLAM)-based methods, followed by labor-
intensive manual annotation. This approach incurs high costs and
produces maps that are outdated quickly, requiring frequent main-
tenance. To address these challenges, online map construction lever-
ages real-time onboard sensor data to dynamically predict static
map elements, enabling more efficient and up-to-date mapping.
Consequently, this technique has been widely adopted by leading
AD companies (e.g., MobilEye [20], XPeng [26] and Li Auto [18])
and map vendors (e.g., TomTom [31] and Baidu Maps [34]).

Early online map construction methods employ a rasterized
pipeline [15, 24, 42], transforming surround-view images into a uni-
fied Bird’s-Eye-View (BEV) representation and applying segmen-
tation to generate semantic maps. However, rasterized maps lack
structural consistency and instance-level clarity, limiting their util-
ity in prediction and planning. Recent advancements have shifted
towards vectorized map prediction, which directly predicts struc-
tured map elements as polylines or polygons, providing a more
compact and interpretable output. Formally, given a set of surround-
view images I = {𝐼1, 𝐼2, . . . , 𝐼𝐾 }, where each 𝐼𝑘 ∈ R𝐻×𝑊 ×𝐶 , the task
can be defined as learning a model:M : I → V = {𝑉1,𝑉2, . . . ,𝑉𝑁 },
where each 𝑉𝑖 is defined as an ordered set of 2D points 𝑉𝑖 =

{𝑣𝑖,1, 𝑣𝑖,2, . . . , 𝑣𝑖,𝑇𝑖 }, representing a polyline (e.g., road boundary,
lane divider) or a polygon (e.g., pedestrian crossing) in BEV co-
ordinates. Methods like HDMapNet [14] and InstaGraM [30] use
graph structures and vertex clustering for vectorized map predic-
tion. More recent methods, including VectorMapNet [18] and the
MapTR series [16, 17], proposed by Horizon Robotics and Li Auto,
respectively, adopt query-based decoding for improved accuracy
and efficiency. In our experiments, we employ both VectorMapNet
and MapTR as representative industry-proposed solutions. Beyond
these, various works [4, 25, 35] explore the construction of a global
map using the online constructed map in a crowdsourcing man-
ner. Despite rapid progress, robustness remains an open challenge.
MapBench [9] evaluates existing models under adverse weather
and sensor failures, revealing significant performance degradation.
However, the vulnerability of these models to adversarial attacks
remains largely unexplored, posing a critical risk to their safe and
reliable real-world deployment.

While lane detection also addresses static scene understanding,
it differs significantly in scope, input, and output. Lane detection
typically operates on a single front-view image and outputs 2D/3D
lane markings in perspective view for real-time ADAS. In contrast,
online map construction fuses surround-view images to produce
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Table 1: Comparison of scene type counts classified using
ground truth maps versus online-constructed maps (bold
indicates misclassified counts).

Model GT Scene Pred: Sym. Pred: Asym No Boundary

MapTR Sym. 80 19 1
Asym. 31 69 0

Vector
MapNet

Sym. 89 7 4
Asym. 60 32 8

a vectorized map of the full driving environment, including road
boundaries, lane dividers, and pedestrian crossings, that directly
supports downstream modules such as trajectory prediction and
planning. Moreover, online maps can be aggregated over time to
form consistent global HD maps. As such, errors in online map
construction can have more severe and far-reaching impacts on
high-level AD systems.
2.3 Physical Attacks against Map Elements
To date, no research has investigated physical adversarial attacks
against online map construction systems. Existing map-related at-
tacks primarily focus on lane detection manipulation. These lane
detection attacks aim to compromise vehicle lane-keeping or lane-
change functions by inducing incorrect lane perception that causes
vehicles to deviate from safe trajectories. Existing attacks employ
strategies like exploiting environmental illusions like shadows and
tire marks [38], using negative shadow patterns by obstructing sun-
light [21], or applying subtle road markings and crafted patches to
trick perceptionmodels into false lane recognition [12]. Researchers
have also demonstrated how backdoor attacks can compromise
lane detection systems. In these attacks, adversaries poison training
data to implant hidden triggers in models that can be activated by
common objects (e.g., traffic cones), leading to severe lane misde-
tection [8, 39]. Additionally, phantom lanes projected via drones
or digital billboards can mislead lane detection systems into recog-
nizing nonexistent road elements [22]. However, attacks targeting
maps used by downstream prediction or planning modules have
received relatively little attention. Prior work [41] perturbs raster-
ized or vectorized maps to mislead trajectory prediction models,
but these attacks require access to backend data servers and are
conducted digitally rather than in the physical world.

Despite the task and model differences between lane detection
and online map construction, existing lane detection attacks typ-
ically involve either placing physical objects on the road (e.g.,
patches, stickers, or traffic cones) or inducing patterns (e.g., pro-
jected phantom lanes or sun shadows). Object-based attacks may
violate traffic laws, are costly to craft, and are easily detected and
removed. Shadow-based attacks rely heavily on specific time and
weather conditions. In this work, we introduce a low-cost, physi-
cally realizable attack targeting online map construction via subtle
roadside interference.

3 A General Model-level Vulnerability
3.1 Vulnerability Analysis
Our investigation of MapTR [16] and VectorMapNet [18] predic-
tions on the nuScenes dataset [1] reveals a significant pattern: both

(a) Asym. Scene.

Distorted
Prediction

(b) Random Interference.

Straight
Road

Mispredicted

(c) Our Attack.

(d) Sym. Scene (e) Random Interference. (f) Our Attack.

Figure 2: Real-world vulnerability experiments in symmet-
ric and asymmetric scenes under clean conditions, random
interference, and our attack (victim AV: blue box; flashlight:
orange box).

models perform well on straight roads and symmetrical intersec-
tions. However, they struggle with asymmetric scenarios. Specifi-
cally, in fork scenarios, these models often fail to accurately predict
turning boundaries and instead predict them as straight lines, indi-
cating a fundamental model-level vulnerability. To systematically
analyze this behavior, we categorize scenes based on the structural
relationship between left and right road boundaries:

• Symmetric scenes: Both left and right road boundaries
exhibit similar or mirrored structures, such as straight roads
with approximately parallel edges or intersections diverging
symmetrically.

• Asymmetric scenes: One road boundary significantly di-
verges (e.g., makes a turn or splits off) while the opposite
boundary remains relatively straight. Common examples
include road forks and lane merging.

3.1.1 Vulnerability Analysis in Dataset. To quantify model perfor-
mance, we select 100 symmetric scenes and 100 asymmetric scenes
from the nuScenes validation set, classified using the ground truth
annotation maps as described in Section 5.3. We evaluate how on-
line map construction models including VectorMapNet [18] and
MapTR [16] predict vectorized maps from six surround-view cam-
era images. Scene types are then re-classified based on the pre-
dicted maps using the same classification method. Table 1 compares
ground truth and predicted scene types. For example, in theMapTR
row under Sym. GT scenes, the Pred: Sym. column shows that 80
ground-truth symmetric scenes (e.g., straight roads, intersections)
are correctly predicted as symmetric, reflecting accurate map pre-
dictions with minimal impact on downstream planning. The bold
entries highlight misclassified scenes caused by map prediction
errors. For MapTR, 19 out of 100 symmetric scenes were misclassi-
fied as asymmetric. More notably, 35 out of 100 asymmetric scenes
were misclassified as symmetric without any interference. These
results suggest that onlinemap constructionmodels possess an
inherent bias toward predicting symmetric road structures.
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Figure 3: Attack Opportunities. The green curve indicates
the diverging (left-turn) boundary. Dashed blue lines show
reference boundaries: the right-side boundary before the
fork enables road straightening attacks, while the forward
boundary after the turn enables early turn attacks.

3.1.2 Vulnerability Analysis in Real-World. To validate this vul-
nerability under physical conditions, we conduct real-world ex-
periments using our customized testbed car running MapTR. We
select one symmetric and one asymmetric scene and compare the
model’s online map predictions under three conditions: (1) clean
(no interference), (2) random flashlight interference, and (3) flash-
light positioned based on our attack framework. The two scenarios
are illustrated in Fig. 2(a) and Fig. 2(d). In the clean setting, the
model correctly predicts a straight road in the symmetric scene
and a right turn in the asymmetric scene. With random interfer-
ence, predictions remain stable in the symmetric case (Fig. 2(e))
and only slightly distorted in the asymmetric case (Fig. 2(b)), pre-
serving the turn. However, when the flashlight is placed at the
position optimized by our attack framework, the model mispredicts
a straight road in the asymmetric scene (Fig. 2(c)), suppressing the
right turn, while the symmetric scene remains unaffected (Fig. 2(f)).
These results demonstrate that the symmetry bias can lead to
real-world threats when triggered via physical interference,
particularly with carefully chosen attack configurations.

3.2 Attack Opportunity from Symmetry Bias
To understand why specific attack configurations trigger symme-
try bias, we analyze the architecture of online map construction
models. These models, including MapTR, typically employ a BEV
encoder–map decoder architecture. The BEV encoder extracts con-
textual features from surround-view images, while the map decoder
uses attention mechanisms to model interactions between map ele-
ments. As a result, map element predictions are heavily influenced
by both visual context and nearby elements.

In symmetric scenes, mutual boundary references help produce
stable and accurate predictions. However, in asymmetric scenes, this
becomes a vulnerability. Even under clean conditions, the model
may incorrectly predict symmetry when left and right boundaries
differ, as shown in our dataset analysis. When physical interference
is applied at a carefully chosen position, such as obscuring the right
turn in Fig. 2(a), critical visual context is disrupted. The model then
relies more on nearby elements, leading to incorrect symmetry cues
from the opposite boundary and ultimately an incorrect symmetric

prediction. Exploiting this bias in asymmetric scenes is significantly
more effective and efficient than directly manipulating geometry
in symmetric ones.

To formalize the attack strategy, we define three key roles in
asymmetric road structures: The Attack Target Boundary is the pre-
dicted boundary targeted by the attack. The Diverging Boundary
is the ground truth boundary of the attack target boundary. The
Reference Boundary provides contextual cues used to mislead its pre-
diction. We also define theAsymmetry Anchor as the position where
the diverging boundary begins to deviate, typically at turns, forks,
or merges. It serves as a prior for selecting effective attack con-
figurations. The model’s symmetry bias creates two critical attack
opportunities: (1) Road Straightening (Fig. 3(a)), which suppresses
the diverging turn (green) by encouraging the model to mirror the
straight reference boundary (dashed blue) on the right, leading to
an incorrectly straightened prediction (dashed red), and (2) Early
Turn (Fig. 3(b)), which induces early boundary shifts (dashed red)
by referencing the reference boundary (dashed blue).

To achieve these objectives, we propose two attack vectors in-
volving physical interference: (1) Camera Blinding, which uses a
directed flashlight to temporarily obscure critical positions in cam-
era views; and (2) Adversarial Patches strategically placed roadside
elements that induce targeted interference when viewed by cameras.
Both vectors support practical roadside deployment and exploit
models’ symmetry bias in asymmetric scenes.

4 Threat Model
4.1 Attack Goal.
We consider the attack scenario shown in Fig. 1, where an attacker
places a flashlight or adversarial patch at the roadside of an asym-
metric scene. A victim AV approaches, relying on an online map
construction model to guide its motion planning.

Given limited attack resources, we aim to exploit the online map
construction model’s symmetry bias to mislead the model into pre-
dicting a symmetric road structure in asymmetric environments,
potentially causing dangerous driving behavior. Formally, the goal
is to identify an effective attack configuration 𝜃 ∗ that transforms
the surround-view images into I′ = T (I, 𝜃 ), such that the pre-
dicted diverging boundaryM(I′)𝑑𝑖𝑣 aligns with a target symmetric
boundaryV𝑡𝑎𝑟 :

𝜃 ∗ = arg min
𝜃

L(M(I′)𝑑𝑖𝑣,V𝑡𝑎𝑟 ), (1)

where L is an objective-specific loss that measures the alignment
between the predicted and the target boundary. The formulations
of L and V𝑡𝑎𝑟 are detailed in Section 5.5 on Attack Design. We
consider two specific attack objectives:

• Road Straightening Attack (RSA)misleads the model into
omitting diverging paths, making turns unreachable.

• Early Turn Attack (ETA) causes the predicted road bound-
ary to turn earlier, potentially leading to collisions with
actual road edges.

To achieve these objectives, the attack configuration for camera
blinding is the flashlight position, constrained by the brightness of
commercial flashlights. For the adversarial patch attack, the attack
configuration includes the patch’s position and pattern, limited by
practical patch size constraints.
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These attacks have significant real-world implications. Road
straightening attacks can create unreachable routes. An attacker
may exploit this for economic gain, such as by blocking access to a
business through the removal of a parking lot entrance. Early turn
attacks, especially when collision-driven, may involve intentional
harm or unethical competition aimed at undermining the safety
reputation of rival autonomous driving companies. Both types of
attacks, when triggered mid-turn, can cause sudden braking or
sudden lane changes, potentially leading to rear-end collisions or
traffic jams—endangering passengers, surrounding vehicles, and
other road users. Moreover, corrupted online-constructed maps
could be uploaded to the cloud and propagated, compromising
global maps and misleading all users relying on them. At scale,
automated attacks across urban areas could pose widespread safety
and mobility risks. On the constructive side, these vulnerabilities
also highlight scenarios that AV companies can use for targeted
testing and robustness improvement, ultimately enhancing system
safety. Notably, our attack can affect not only a specific victim AV
but also other AVs that pass the same location with a line of sight
to the deployed attack vectors.

4.2 Attacker’s Knowledge and Capabilities.
Offline Attack.We consider a realistic offline setting where the at-
tacker has no real-time access to the victim AV. Instead, the attacker
uses an SD/HD map or a pre-constructed map of the AV’s potential
route or target area to generate optimized attack configurations.

Black-box vs.White-box Settings.We consider both the black-
box and white-box settings to launch the attacks. In the black-box
setting (applicable to camera blinding attacks), the attacker can
query the online map construction model but lacks access to inter-
nal gradients. In the white-box setting (applicable to adversarial
patch attacks), the attacker has full access to the model, including
its architecture and gradients.

Deployment Constraints. The attacker is limited to roadside
deployment rather than on-road placement within predefined sce-
narios, to avoid possible detection or removal. For the camera blind-
ing attack, a flashlight or projector is positioned at the roadside to
temporarily obstruct the vehicle’s cameras. For adversarial patch
attacks, patches can be affixed to roadside boards or displayed on
digital billboards. To further minimize the risk of detection or re-
moval by road maintenance or surveillance systems, the flashlight
or projector can be activated only when the target victim AV is
approaching, and the adversarial patch can be embedded in selected
frames of a video shown on a roadside digital billboard or projected
using a movable drone.

5 Attack Design
We design a two-stage attack framework, illustrated in Fig. 4, that
identifies attack configurations for configuring flashlights or adver-
sarial patches to effectively mislead the victim AV into predicting
symmetric maps in asymmetric environments, ultimately inducing
hazardous driving behaviors.

5.1 Attack Challenges
Our vulnerability analysis reveals several significant challenges
in developing effective real-world attacks against online map con-
struction models.

ChallengeC1:AutomaticDetection ofAttack-Prone Scenes.
Our vulnerability analysis reveals that asymmetric scenes show de-
graded performance and are more susceptible to attack interference.
To exploit this, attackers or AD developers conducting robustness
testing must first identify such scenes along the victim vehicle’s
route or across broader urban areas. However, existing map data nei-
ther label scenes as symmetric or asymmetric, nor indicate where
asymmetry begins. SD and HD maps lack explicit annotations of
boundary symmetry or asymmetry anchors, which are critical for
targeting vulnerable regions. Similarly, self-constructed maps lack
such information. Manually identifying asymmetric scenes and
asymmetry anchors is labor-intensive and requires expert knowl-
edge. An automated method is essential to support large-scale vul-
nerability assessment, enabling both attackers and AD companies to
detect and analyze high-risk asymmetric scenarios without expert
intervention efficiently.

Challenge C2: Vast Search Space for Attack Configura-
tions. Crafting an effective attack necessitates precisely determin-
ing where and how to deploy the interference. For camera blinding
attacks, this includes optimal roadside positions and heights of the
flashlight. For adversarial patches, the configuration space expands
to include visual patterns and deployment angles. Since the vic-
tim’s route may only be determined at run time and the attack
configurations are high-dimensional, the search space becomes
extraordinarily vast. When targeting a global map in a large urban
area, the computational cost of basic searching methods, such as
brute-force search, becomes prohibitively high. An efficient strat-
egy is therefore essential to reduce the search space and identify
effective configurations under resource and time constraints.

Challenge C3: Effective and Practical Attacks against On-
line Map Construction Models. Manipulating an online con-
structed map is significantly more challenging than targeting ob-
jects or lane detections. First, map elements like road boundaries
span large physical areas and appear across multiple camera views.
Second, map construction models leverage sophisticated contextual
reasoning and model interactions between map elements. These fea-
tures necessitate broader and more strategic physical interference
to successfully alter map predictions. However, practical and legal
constraints restrict attackers in our attack scenario to deploy flash-
lights or adversarial patches only from the roadside positions. This
increases the distance to the victim AV, which reduces attack visibil-
ity and weakens attack effectiveness, creating a trade-off between
attack effectiveness and real-world feasibility. These challenges
demand an attack optimization framework capable of identifying
effective configurations within practical deployment constraints.

5.2 Design Overview
Our attack framework consists of two stages: (1) asymmetric scene
identification and (2) attack configuration optimization.

Stage 1: Asymmetric Scene Identification. To address Chal-
lenge C1 and automatically identify asymmetric scenes vulnerable
to attack, we introduce a two-step classification method in Sec-
tion 5.3. In the first step, a rule-based geometric classifier analyzes
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Figure 4: Overview of our two-stage attack framework for identifying effective configurations to launch camera blinding and
adversarial patch attacks.

SD/HD or self-constructed maps to identify scenes with significant
left-right curvature differences and locate asymmetry anchors. In
the second step, a vision-language model (VLM) filters false posi-
tives and incorporates semantic reasoning. This ensures accurate
detection of vulnerable asymmetric scenes and provides critical
guidance for the following attack process.

Stage 2: Attack Configuration Optimization. This stage ad-
dresses both efficiency (Challenge C2) and effectiveness (Challenge
C3). We first reduce the vast configuration space by ranking candi-
date roadside positions using a lightweight scoring function (Sec-
tion 5.4) based on attack intensity and coverage of critical asymme-
try anchors. The top-ranked positions form a finite attack position
set for further optimization. Next, we optimize attack configura-
tions (Section 5.5) by simulating the visual effects of flashlights
and adversarial patches. We define two map manipulation objec-
tives: road straightening and early turn. For the black-box camera
blinding attack, we apply heuristic search over positions; for the
white-box adversarial patch, we use a hybrid strategy, searching
positions and applying PGD for pattern optimization. This frame-
work produces four effective attack configurations, combining two
physical vectors with two objectives, each capable of disrupting
online HD map construction in asymmetric driving scenarios.

5.3 Identify Asymmetric Scenario
Asymmetric scenes represent key vulnerabilities in online map con-
struction. To support targeted attacks and robustness evaluation,
we use a lightweight two-step classification pipeline that takes map
data and optional camera images as input and outputs a set of identi-
fied asymmetric scenes along with their corresponding asymmetry
anchor setD. These results serve as inputs to the subsequent attack
configuration optimization stage.

5.3.1 Step 1: Rule-based Classification. In this step, we employ geo-
metric analysis to detect asymmetry by quantifying curvature differ-
ences between left and right road boundaries. This approach is mo-
tivated by the observation that asymmetric scenes typically exhibit
distinct geometric behaviors between the left and right boundaries,
particularly in scenarios where one boundary significantly curves
while the other remains relatively straight. Formally, given left and
right boundaries represented as ordered sets of 2D points in BEV co-
ordinates,𝑉left = {𝑣𝑙,1, 𝑣𝑙,2, . . . , 𝑣𝑙,𝑇𝑙 } and𝑉right = {𝑣𝑟,1, 𝑣𝑟,2, . . . , 𝑣𝑟,𝑇𝑟 },

where each point 𝑣𝑖, 𝑗 = (𝑥𝑖, 𝑗 , 𝑦𝑖, 𝑗 ), we calculate the point-wise cur-
vature 𝑘 at each point using the general plane curve parametriza-
tion: 𝑘 =

|𝑥 ′𝑦′′−𝑦′𝑥 ′′ |
(𝑥 ′2+𝑦′2 )3/2 . Here, 𝑥 ′, 𝑦′ and 𝑥 ′′, 𝑦′′ represent the first and

second derivatives of the boundary coordinates, respectively. For
robustness, we compute regional curvature 𝑘 by averaging curva-
ture values 𝑘 within sliding windows along each boundary. The
curvature difference (Δ𝑘) is defined as:

Δ𝑘 = max( |𝑘left (𝑡) − 𝑘right (𝑡) |),
s.t. min(𝑘left (𝑡), 𝑘right (𝑡)) < 𝑘thre,

(2)

where 𝑘left (𝑡) and 𝑘right (𝑡) denote regional curvature values at cor-
responding positions along the boundaries, and 𝑘thre refers to an
empirically determined curvature threshold. A scene is identified
as asymmetric if the curvature difference exceeds the threshold
(Δ𝑘 > Δ𝑘thre) while maintaining relatively low curvature on one of
the boundaries.

During this analysis, we also identify critical asymmetry an-
chors along the road boundaries to identify positions where sig-
nificant geometric deviations occur. These points are defined as
positions along the diverging boundary where the curvature dif-
ference exceeds a predefined threshold. We denote this set as D =

{𝑑1, . . . , 𝑑𝐾 }, where each 𝑑𝑖 represents a 2D BEV coordinate. These
anchors provide key cues for VLM-based refinement and guide
attack position scoring in the subsequent optimization framework.

5.3.2 Step 2: VLM-based Refinement. While the rule-based geo-
metric approach in step 1 effectively identifies many asymmetric
scenarios, real-world road structures often exhibit complex, irregu-
lar geometries that cause false positives. For example, a symmet-
ric crossroad may be misclassified as asymmetric due to irregu-
lar boundary shapes, resulting in high curvature differences (see
Fig. 11(a) in the Appendix). To address this, we introduce a second
classification step utilizing a vision-language model (VLM), which
offer expert-level road structure and driving scene understanding.
We avoid directly applying the VLM to all scenes where it may
misclassify without strong contextual cues; instead, the rule-based
method provides coarse filtering and locates asymmetric anchors,
which serve as visual cues that guide the VLM in handling difficult
corner cases with improved accuracy.
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VLM Inputs. For each scene initially classified as asymmet-
ric, we construct a comprehensive multi-modal input for the VLM,
combining structured textual map data with visualized map and
camera cues. Each input includes: (1) structured JSON data contain-
ing boundary coordinates and positions with significant curvature
differences, marked as potential asymmetry anchors; (2) a BEV
map visualization showing left and right boundaries, the ego ve-
hicle, and asymmetry anchors; and (3) front-view camera images
with red bounding boxes highlighting asymmetric anchors. This
multi-modal representation provides both map-level and driver-
perspective context to support accurate VLM reasoning.

System Prompt and CoT Reasoning. The VLM is guided by
a structured system prompt that defines its role, required skills,
classification criteria, task description, and input/output formats.
To improve interpretability and accuracy, the prompt incorporates
a chain-of-thought (CoT) reasoning strategy, instructing the model
to analyze the road layout, compare boundary behavior, integrate
visual and map cues, make a classification, and assess potential
safety risks. We also provide three illustrative examples, covering
both symmetric and asymmetric cases with expected outputs. Full
prompt details are available in Appendix Fig. 13.

VLM Outputs and Refinement. The VLM outputs a struc-
tured JSON response containing the final classification (symmet-
ric/asymmetric), specific the road type when applicable (e.g., fork,
turn, lane merging, etc.), and detailed reasoning supporting its
decision. We use this output to refine the initial geometric classifi-
cations, keeping only scenes confirmed as asymmetric by the VLM.
Fig. 11(b) in the Appendix shows a successful correction, where
the VLM (GPT-4o) correctly classifies a previously misidentified
crossroad as symmetric, despite irregular left-boundary shapes.

This two-step classification pipeline effectively identifies genuine
asymmetric road scenarios and their corresponding asymmetry
anchors, forming the foundation of the attack framework.

5.4 Attack Position Ranking
Given the identified vulnerable asymmetric scenes in Section 5.3, we
need to determine the most effective flashlight position for camera
blinding attacks, or the most effective position–pattern pair for ad-
versarial patch attacks. However, as noted in Challenge C2, directly
optimizing over the entire 3D roadside space is computationally
expensive and physically impractical. To address this, we introduce
a lightweight ranking mechanism that narrows the search space by
scoring candidate positions based on their geometric proximity and
coverage to critical asymmetry anchors in the scene. We observe
that attacks are most effective when deployed near road boundary
asymmetry anchors and in close proximity to the victim vehicle,
where their influence on vision-based models is stronger. Guided by
these insights, we define a scoring function 𝑆 (𝑝) for each candidate
position 𝑝 , which generalizes across different attack vectors:

𝑆 (𝑝) =
∑︁
𝑐∈𝐶

∑︁
𝑑∈𝐷

{(
1 − 𝜙𝑐,𝑝,𝑑

𝜙max

)
· 1
| |𝑝−𝑐 | |2 , if 𝜙𝑐,𝑝,𝑑 < 𝜙max,

0, otherwise,
(3)

where 𝐶 is the set of camera positions on the victim vehicle, 𝐷 is
the set of critical asymmetry anchors, 𝜙𝑐,𝑝,𝑑 is the angle between
the vectors from camera 𝑐 to position 𝑝 , and from 𝑐 to asymmetry
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Figure 5: Simulation of (a) camera blinding attack and (b)
adversarial patch attack.

anchor 𝑑 . 𝜙max represents the maximum influence angle, encom-
passing both the flashlight’s beam angle and the effective range of
the adversarial patch, and | |𝑝 − 𝑐 | |2 is the squared distance from
the candidate position to the camera. This formulation balances
two key factors: attack intensity, modeled by the inverse-square
distance term 1

| |𝑝−𝑐 | |2 , and coverage effectiveness, captured by the

angular proximity term
(
1 − 𝜙𝑐,𝑝,𝑑

𝜙max

)
. The intensity term approxi-

mates the diminishing perceptual effect of lens flare or patch size
with distance, while the coverage term favors positions aligned
with the camera’s line of sight to critical asymmetry anchors. By
combining these terms, the score 𝑆 (𝑝) efficiently prioritizes po-
sitions that both maximize intensity and the interference of key
road features. We denote top-ranked position candidates selected
by this scoring function as P = {𝑝1, . . . , 𝑝𝑁 }, where each 𝑝𝑖 ∈ R3

represents a 3D roadside position. These ranked candidates serve as
input to our full attack configuration optimization described next.

5.5 Attack Configuration Optimization
Given the ranked candidate positionsP, we now introduce an attack
optimization framework to identify the most effective configuration
𝜃 ∗ and address Challenge C3. We detail the simulation methods
for both camera blinding and adversarial patch attacks, define two
strategic attack objectives with corresponding target boundary
generation mechanisms, and present optimization strategies for
each attack type. The framework outputs four optimized attack
configurations 𝜃 ∗, covering two attack vectors and two objectives.

5.5.1 Attack Simulation. Camera Blinding Simulation models
the visual interference caused by a high-intensity flashlight placed
at a roadside location 𝑝 ∈ P, aiming to obscure critical input regions
and mislead the map construction model. We optimize only the
3D position 𝜃 = 𝑝 ∈ R3 while keeping the physical parameters
(e.g., intensity, beam angle, color temperature) fixed according to
standard flashlight specifications. Following [23, 37], we simulate
the lens flare effect caused by the flashlight through two steps:
3D-to-2D projection and Gaussian blur generation, as shown in
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Fig. 5(a). In the first step, given the 3D position 𝑝 = (𝑥𝑤, 𝑦𝑤, 𝑧𝑤)
of the flashlight in the 3D world coordinate system, the process
first transforms 𝑝 into the camera coordinate system and then
projects it onto the 2D image plane of each camera view to obtain
the coordinates (𝑢, 𝑣), which serve as the center of the blur. Based
on the pinhole camera model, the transformation is formalized as:


𝑢

𝑣

1

 =

𝑓𝑥 0 𝑐𝑥
0 𝑓𝑦 𝑐𝑦
0 0 1



𝑟11 𝑟12 𝑟13 𝑡11
𝑟21 𝑟22 𝑟23 𝑡12
𝑟31 𝑟32 𝑟33 𝑡13



𝑥𝑤

𝑦𝑤

𝑧𝑤

1

 = 𝐾 [𝑅 |𝑇 ]𝑊 (4)

where 𝑅 and 𝑇 are the rotation matrix and translation vector that
define the camera’s extrinsic parameters, and (𝑓𝑥 , 𝑓𝑦, 𝑐𝑥 , 𝑐𝑦) are the
focal lengths and principal point offsets comprising the intrinsics 𝐾 .
All these parameters can be obtained through camera calibration.
In the second step, for each camera view with a valid projection
(𝑢, 𝑣), we generate a Gaussian blur centered at that location. To
simulate light intensity, we follow the inverse-square law: 𝐿 ∝ 1/𝑑2,
where 𝑑 is the Euclidean distance between the flashlight position 𝑝
and the camera position in 3D world coordinate system. The blur
radius is computed using logarithmic falloff to approximate realistic
spatial light dispersion. In summary, the rendering process defines
the transformation T , which modifies the original surround-view
input I to produce the blinded images I′ = T (I, 𝑝).

Adversarial Patch Simulation places a physical patch at a
candidate position 𝑝 ∈ P with a learnable pattern 𝜌 ∈ Rℎ×𝑤×3. The
physical dimensions (width and height) of the patch are predeter-
mined based on practical deployment constraints such as resource
limitations and concealment requirements. As shown in Fig. 5(b),
we follow the approach of [5] to apply the adversarial patch to
surround-view images, formalized as:

I′ = I ⊙ (1 −𝑀𝐼 ) + 𝜌𝐼 ⊙ 𝑀𝐼

𝑀𝐼 = 𝑝𝑟𝑜 𝑗𝐼 (𝑀), 𝜌𝐼 = 𝑝𝑟𝑜 𝑗𝐼 (𝜌)

𝜌 ∈ [0, 1]3×ℎ×𝑤, 𝑀 ∈ {0, 1}1×ℎ×𝑤
(5)

where 𝜌 and 𝑀 denote the initial patch image and binary mask,
respectively, both defined in the 2D pixel coordinate system with
width𝑤 and height ℎ. To project the patch onto each camera view,
the function proj𝐼 (·) consists of two stages: pixel-to-3D mapping
and 3D-to-2D projection. In the first stage, each pixel (𝑢𝑝 , 𝑣𝑝 ) in
the patch image is mapped to 3D world coordinates (𝑥𝑤, 𝑦𝑤, 𝑧𝑤)
as shown in Eq. 6. The patch’s 3D position is specified by its center
𝑝 = (𝑥𝑐 , 𝑦𝑐 , 𝑧𝑐 ), along with its width𝑊 , height 𝐻 , and rotation
angle 𝛼 .

𝑥𝑤

𝑦𝑤

𝑧𝑤

1

 =

cos𝛼 0 − sin𝛼 𝑥𝑐

0 1 0 𝑦𝑐
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0 0 0 1



𝑊
𝑤

0 −𝑊2
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ℎ
−𝐻

2
0 0 0
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
𝑢𝑝

𝑣𝑝

1

 (6)

In the second step, the corresponding 3D point is projected onto
the image plane of each camera view using the perspective transfor-
mation in Eq. 4, resulting in the 2D coordinate (𝑢, 𝑣). This defines a
quadrilateral region in the image representing the projected patch,
denoted as 𝜌𝐼 and 𝑀𝐼 . This rendering process ensures that the
patch appears physically consistent and visually coherent across
all viewpoints.

5.5.2 Attack Objectives. Road Straightening Objective aims to
alter a diverging road boundary V𝑑𝑖𝑣 into a straight boundary,
effectively removing the road turns. To achieve this, we generate
a target boundary Vtar by mirroring the geometry of a reference
boundary Vref, producing a symmetric road structure. Specifically,
we first compute the average roadwidth𝑤avg between the diverging
boundary V𝑑𝑖𝑣 and the reference boundary Vref near the vehicle.
Using this width, we construct the target boundary as:

V𝑡𝑎𝑟 = {𝑣𝑑,𝑖 | 𝑖 ≤ 𝑘} ∪ {(𝑥𝑟 ±𝑤avg, 𝑦𝑟 ) | (𝑥𝑟 , 𝑦𝑟 ) ∈ 𝑉ref}, (7)

where 𝑘 denotes the index of the diverging point marking the
transition point between the straight segment and the diverging
portion of the road. The sign of the shift (+ or −) is selected based
on the relative positions ofV𝑑𝑖𝑣 and 𝑉ref, ensuring that the target
boundary lies on the side originally occupied by V𝑑𝑖𝑣 . Fig. 3(a)
illustrates this artificially straightened boundary in a red dashed
line. The optimization objective for this attack is defined as:

𝜃 ∗ = arg min
𝜃

Lchamfer (M(T (I, 𝜃 )),V𝑡𝑎𝑟 ) , (8)

where Lchamfer is the Chamfer distance, measuring the average
closest-point distance between the predicted and the target bound-
ary. Minimizing this loss encourages the model to predict road
boundaries that align with the artificially constructed symmetric
structure, thereby inducing the desired road straightening effect.

Early-Turn Objective aims to shift the predicted diverging road
boundary outward toward the roadside, misleading the victim AV
into initiating an early turn, which may lead to hazardous scenar-
ios such as roadside collisions. To achieve this goal, we design a
directional loss function that explicitly encourages outward shifts
of the boundary (toward the roadside) and penalizes inward shifts
(toward the drivable area). Given the ground truth diverging bound-
aryV𝑑𝑖𝑣 = {𝑣𝑑,𝑖 } and the centerline of the adjacent lane 𝐶 = {𝑐𝑖 },
available from either HD/SD maps or self-collected data, we define
outward direction vectors as: 𝑑𝑖 =

𝑣𝑑,𝑖−𝑐𝑖
∥𝑣𝑑,𝑖−𝑐𝑖 ∥ . These unit vectors

point from each centerline point toward the corresponding diverg-
ing boundary point and represent the desired direction of boundary
displacement (as illustrated by red arrows in Fig. 12 in Appendix).
Next, we compute the directional offset of each predicted boundary
point 𝑣 ′

𝑑,𝑖
∈ V′

𝑑𝑖𝑣
from its ground truth position, projected along

the outward direction: offset𝑖 = (𝑣 ′
𝑑,𝑖

− 𝑣𝑑,𝑖 ) ·𝑑𝑖 . The directional loss
Ldir is then defined as:

Ldir (V′
𝑑𝑖𝑣
,V𝑑𝑖𝑣,𝐶) = 𝛼 · Loutward + 𝛽 · Linward, (9)

where Loutward = −ReLU(offset𝑖 ) rewards outward displacement
toward the roadside andLinward = ReLU(−offset𝑖 ) penalizes inward
displacement toward the center of the road, and 𝛼, 𝛽 are scalar
weights that control the balance between the two components.
Finally, the optimization objective for the attack is expressed as:

𝜃 ∗ = arg min
𝜃

Ldir (M(T (I, 𝜃 )), V𝑑𝑖𝑣, 𝐶) . (10)

Minimizing this loss encourages the predicted road boundary to
shift outward in the direction of the roadside, thereby triggering
early-turn behaviors in the victim AV.

5.5.3 Optimization Strategy. We consider four attack configura-
tions by combining two attack vectors (black-box camera blinding
and white-box adversarial patch) with two attack objectives (road
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Table 2: Map AP(%) on asymmetric scenes under our road straightening attacks.

Method Blinding (Black-box) Adv Patch (White-box)
𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 𝐴𝑃𝑝𝑒𝑑 𝑚𝐴𝑃 𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 𝐴𝑃𝑝𝑒𝑑 𝑚𝐴𝑃

Clean 48.9 54.2 38.2 47.1 48.9 54.2 38.2 47.1
Random Sampling 43.3 48.4 34.9 42.2 44.7 50.9 38.5 44.7

PSO 42.4 48.9 37.3 42.8 44.8 51.6 37.1 44.5
RSA (Ours) 39.9 44.4 36.4 40.2 39.0 49.0 37.6 41.9

Table 3: Unreachable Goal Rate (%) on asymmetric scenes
under our road straightening attacks.

Method Blinding (Black-box) Adv Patch (White-box)

Clean 27
Random Sampling 34 (+7) 33 (+6)

PSO 37 (+10) 34 (+7)
RSA (Ours) 44 (+17) 44 (+17)

Planning 
Goal 

Unreachable

(a) Camera Blinding.

Planning 
Goal 

Unreachable

(b) Adversarial Patch.

Figure 6: Examples of Road Straightening Attacks using cam-
era blinding and adversarial patch.

straightening and early turn). Our optimization strategy is tailored
to each attack vector:

• Black-box camera blinding: Due to the non-differentiable
rendering process and discrete candidate positions, we per-
form a heuristic search over all 𝑝 ∈ P. We evaluate the
objective-specific loss at each position and select the one
with the lowest loss as the final configuration: 𝜃 ∗ = 𝑝∗.

• White-box adversarial patch: We adopt a hybrid strategy
combining heuristic search with Projected Gradient Descent
(PGD). For each candidate position 𝑝 ∈ P, we optimize
the patch pattern 𝜌 using PGD, leveraging the differentiable
rendering process. The position–pattern pair with the lowest
loss is selected as the final configuration: 𝜃 ∗ = {𝑝∗, 𝜌∗}.

The resulting configuration 𝜃 ∗ is then used to launch the attack.

6 Experiments on Dataset
In this section, we evaluate the effectiveness of our attack frame-
work on asymmetric scenes from a public autonomous driving
dataset. For comparisons across symmetric, asymmetric, and ran-
dom scenes, see the Appendix A.1.

6.1 Experiment Setting
Dataset.We select 100 asymmetric driving frames from the nuScenes
dataset [1], a large-scale real-world autonomous driving dataset
with map annotations. Since the map annotations are incomplete in
some regions (e.g., intersections), we first filter the validation set to
include only frames with complete boundary data. We further ex-
clude frames where the vehicle’s road lacks a left or right boundary,
or where either boundary is shorter than 10 meters, as these are not
meaningful for planning. This yields 2,095 valid frames. We then
apply the method from Section 5.3 to identify asymmetric frames.
In the rule-based step, we set the curvature difference threshold
to 0.3. For refinement, we use GPT-4o as the VLM analyzer. This
process identifies 407 asymmetric frames, from which we randomly
sample 100 for evaluation.

Models.We use MapTR [16] for online map construction and
the Hybrid A*-planner [27] for motion planning in the victim AV’s
system. MapTR is an industry-proposed, widely adopted model for
online mapping. The planner directly uses the map generated by
MapTR to plan trajectories. We train MapTR and implement the
Hybrid A*-planner using their default settings.

Flashlight and Adversarial Patch. For the camera blinding
attack, we use a flashlight with 3,000 lumens and a 40-degree beam
angle, reflecting the upper limit of commercially available devices.
For the adversarial patch attack, we set the patch size to 3𝑚 × 2𝑚,
approximating a roadside billboard, to ensure visibility even when
the victim AV is centered on a wide road. In practice, patch size can
be adjusted; for example, we use a smaller 1m×1m patch in the real-
world experiment, which still proves effective. In each evaluation
scene, the attacker is allowed to deploy at most one flashlight or
one patch at the roadside.

Evaluation Metrics.We use Average Precision (AP) to assess
map construction accuracy, and Unreachable Goal Rate (UGR) and
Unsafe Planned Trajectory Rate (UPTR) tomeasure planning impact
under Road Straightening and Early Turn Attacks, respectively.

Average Precision (AP): The standard metric for online map con-
struction, computed by averaging precision across multiple Cham-
fer Distance thresholds. We report 𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 , 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 , 𝐴𝑃𝑝𝑒𝑑 for
road boundary, lane divider, and pedestrian crossing classes. The
mean across all map elements is reported as mAP.

Unreachable Goal Rate (UGR): The proportion of frames where
the AV fails to generate a valid trajectory to one or more goal points.
Higher UGR indicates greater route blockage due to mapping errors.

Unsafe Planned Trajectory Rate (UPTR): The proportion of frames
where any planned trajectory intersects the ground-truth road
boundary. A higher UPTR reflects an increased risk of near-future
unsafe off-road behavior caused by map inaccuracies.
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Table 4: Map AP (%) on asymmetric scenes under our early turn attacks.

Method Blinding (Black-box) Adv Patch (White-box)
𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 𝐴𝑃𝑝𝑒𝑑 𝑚𝐴𝑃 𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 𝐴𝑃𝑝𝑒𝑑 𝑚𝐴𝑃

Clean 48.9 54.2 38.2 47.1 48.9 54.2 38.2 47.1
Random Sampling 47.3 53.2 35.7 45.4 46.6 52.9 37.7 45.7

PSO 45.9 52.2 37.6 45.2 46.8 52.3 37.6 45.6
ETA (Ours) 46.2 52.5 34.5 44.4 44.2 51.1 38.3 44.5

Table 5: Unsafe Planned Trajectory Rate (%) on asymmetric
scenes under early turn attacks.

Method Blinding (Black-box) Adv Patch (White-box)

Clean 10
Random Sampling 22 (+12) 11 (+1)

PSO 21 (+11) 14 (+4)
ETA (Ours) 27 (+17) 21 (+11)

Collides with
Real Boundary

(a) Camera Blinding.

Collides with
Real Boundary

(b) Adversarial Patch.

Figure 7: Examples of Early Turn Attacks using camera blind-
ing and adversarial patches.

Baseline: Random Sampling and PSO. Since no prior at-
tacks target online map construction, we use random sampling
and Particle Swarm Optimization (PSO) [13] as baseline methods
for attack configuration selection, following their use in previous
attacks [12, 36]. These settings assume no knowledge of model
vulnerabilities or prior information such as asymmetry anchors.
Comparing them with our method under the same query budget
highlights the efficiency of our Attack Position Ranking and the
effectiveness of Attack Configuration Optimization. For the camera
blinding attack, the random sampling samples multiple roadside
positions, while the PSO uses a swarm of particles to explore the
search space within roadside regions; both methods then select the
position that best achieves the attack objective. For the adversar-
ial patch attack, we evaluate two strategies: (1) Random Pattern:
Sample multiple positions using random sampling or PSO and ap-
ply patches with random patterns; (2) Optimized Pattern: Sample
multiple positions using random sampling or PSO and optimize
the patch pattern using PGD at each selected position. For both
strategies, we maintain the same total number of model queries to
ensure fair comparison. We report the best-performing result from
both strategies as the baseline in our experiments.

6.2 Attack Effectiveness
For fair comparisons, we evaluate attack effectiveness using AP,
UGR, and UPTR under a fixed budget of 400 queries. This means
the attacker can query the online map construction model up to 400
times. In adversarial patch attacks, total queries are calculated as the
number of candidate positions multiplied by the PGD optimization
steps per position, based on our hybrid heuristic–PGD strategy.
6.2.1 Road Straightening Attack. MappingResults.Table 2 presents
AP results under four settings: clean conditions, random sampling
baseline, PSO baseline, and our proposed Road Straightening Attack
(RSA). All attack types significantly degrade map quality compared
to the clean setting. Road boundaries and lane dividers are the
most affected elements; for example, 𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 drops from 48.9%
to 39.0% under adversarial patch attack, while 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 drops from
54.2% to 44.4% under camera blinding. Although RSA primarily tar-
gets road boundaries, structural changes such as converting a turn
into a straight road also affect nearby map elements, demonstrating
broader map disruption. Compared to the random sampling and
PSO baselines, RSA consistently causes greater AP degradation,
with up to 5.8% more reduction in 𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 and 4.5% more in
𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 . The only minor exception is AP on pedestrian crossing,
which is acceptable since they are not the focus and are rare in the
dataset. Overall, these results confirm that RSA effectively leverages
model vulnerabilities and outperforms baselines under the same
query budget. Notably, adversarial patches more strongly impact
road boundaries, the main target of RSA, while camera blinding
causes broader degradation across map element classes, leading to
lower overall mAP. This highlights the broader disruption from
camera blinding versus the targeted nature of adversarial patches.

Planning Impact. Table 3 shows the effect of RSA on planning
via Unreachable Goal Rate (UGR). Even in clean conditions, UGR is
27%, revealing the model’s inherent vulnerability with asymmetric
scenes. Under our attack, UGR rises to 44% for both flashlight and
patch attacks—an absolute increase of 17%, meaning nearly half the
scenes become partially unreachable due to incorrect map predic-
tions. Our method increases UGR by up to 13% over the random
sampling baseline and 10% over the PSO baseline, demonstrating
its effectiveness in blocking planned routes by exploiting symmetry
bias. While PSO uses heuristic search to converge more efficiently
than random sampling under the same query budget, our method
causes even greater disruption. As shown in Fig. 6, both attack vec-
tors mislead the model into predicting straight boundaries (green)
instead of turns (black), leading to failed planning beyond the turn.

6.2.2 Early-Turn Attack. Mapping Results. Table 4 shows that the
Early Turn Attack leads to moderate degradation in map accuracy,
with similar effects from camera blinding and adversarial patch
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attacks. Specifically, 𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 drops from 48.9% to 44.2%, and
𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 from 54.2% to 51.1%. This smaller drop is expected, as
ETA aims to subtly shift boundaries earlier rather than drastically
alter road structure. Notably, 𝐴𝑃𝑝𝑒𝑑 drops more significantly, likely
due to distortions in pedestrian crossings near turns. Overall, ETA
outperforms the baselines by inducing a larger drop in𝑚𝐴𝑃 .

Planning Impact. As shown in Table 5, ETA causes a sharp in-
crease in Unsafe Planned Trajectory Rate (UPTR): from 10% (clean)
to 27% (+17%) with camera blinding and 21% (+11%) with adversarial
patch. These exceed the random sampling baseline, which raise
UPTR by only 12% and 1%, and also outperform the PSO baseline,
which yields increases of 11% and 4%, respectively. This highlights
that even small AP drops (1–3%) can lead to significant planning
errors and safety risks. Moreover, a larger AP drop doesn’t neces-
sarily translate to greater planning impact—for example, although
the PSO baseline with blinding yields lower 𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 , it causes a
smaller UPTR increase than ETA. Compared to Road Straightening,
ETA is more challenging to execute. It depends on reference bound-
aries after turns, which are farther from the vehicle and provide
weaker visual cues than the closer opposite-side references used in
RSA. Fig. 7 visualizes ETA’s impact on planning, where both attack
vectors induce subtle but critical early boundary shifts, resulting in
boundary violations. Fig. 7(b) shows an example where the model
incorrectly predicts symmetric turning boundaries, indicating that
symmetry bias extends beyond straight-road predictions.

6.3 Attack Transferability
We evaluate the transferability of our attack by targeting a different
model. In this experiment, the victim AV uses VectorMapNet for
online map construction, while the attack configurations are com-
puted using MapTR on the same set of 100 asymmetric scenes. As
shown in Appendix A.2, the attack remains effective with reduced
impact: up to 4.3% drop in boundary AP, 3.6% in lane divider AP,
and 3.5% in mAP. It also increases the Unreachable Goal Rate by
up to 15%, while Unsafe Planned Trajectory Rate shows no signifi-
cant change. These results demonstrate the attack’s cross-model
transferability, particularly for road straightening, which is easier
to trigger.

6.4 Attack Generalizability
AttackOther State-of-the-artModels.Weapply the Road Straight-
ening and Early Turn Attacks to two state-of-the-art industry-
proposed models: GeMap [40], which uses geometric represen-
tations of map elements, and MapQR [19], which enhances map
query capabilities. As shown in Table 6 and Table 7 in the Appendix,
both attacks significantly degrade performance, causing notable
drops in map AP and reaching up to 39% Unreachable Goal Rate
and 31% Unsafe Planned Trajectory Rate. These results suggest that
the vulnerability stems from multiple root causes and cannot be
effectively addressed by improved model design alone.

Attack LiDAR-camera Fusion-based Model. While most on-
line map construction models are vision-only, some fuse multi-view
camera images with LiDAR point clouds to leverage LiDAR’s pre-
cise 3D information. Our attack employs flashlight and adversarial
patch vectors that perturb only camera inputs, leaving LiDAR unaf-
fected. However, as shown in the C & L rows of Table 6 and Table 7
in the Appendix, despite reduced impact compared to camera-only

Testbed AV

Surround-
view Cameras

(a) Testbed AV.

Flashlight

Adv. Patch

Tripods

(b) Attack Vectors.

Figure 8: Real-world Experiment Setup.

models, the attack still achieves up to 27% Unreachable Goal Rate
and 18% Unsafe Planned Trajectory Rate on GeMap with LiDAR-
camera fusion. This indicates that camera inputs—susceptible to
our attacks—remain critical for map element recognition, and that
adding additional sensing modalities alone does not defend against
our attacks. Further discussion on attacking fusion-based models is
presented in Section 9.

Attack End-to-End AD Model. End-to-end (E2E) autonomous
driving models are increasingly popular, often incorporating online
map construction modules with architectures similar to models like
MapTR. We apply the Road Straightening and Early Turn attacks to
VAD [10], a widely used E2E model, across 100 selected asymmetric
scenes. To evaluate the model’s online map construction, we use
standard map metrics on its auxiliary map output. For planning,
unlike the rule-based Hyper A*-planner, E2E models predict the ego
vehicle’s trajectory over the next 3 seconds. Accordingly, we use
the average L2 distance, a common metric for E2E planning evalua-
tion. As shown in Table 12 in the Appendix, mapping performance
drops sharply, with mAP falling from 50.8% to 19.4%. The average
L2 distance increases from 0.77𝑚 to 3.71𝑚, indicating substantial
trajectory deviation. These results show that our attacks not only
compromise specialized online map construction models but also
significantly impair E2E autonomous driving systems.

7 Experiments on Real-World
7.1 Experiment Setting
Testbed AV. As shown in Fig. 8(a), our testbed AV is equipped
with six surround-view cameras mounted at the front, front-left,
front-right, back, back-left, and back-right positions. Each camera
has a wide-angle lens with a 180° horizontal and 60° vertical field of
view, enabling full 360° horizontal coverage and sufficient vertical
visibility. Cameras capture images at 800×600 resolution and 10 Hz,
with hardware synchronization to ensure temporal alignment. All
cameras are calibrated to obtain intrinsic and extrinsic parameters,
ensuring spatial consistency. The testbed AV runs the same MapTR
model used in our dataset experiments for online map construction.

Flashlight and Adversarial Patch. As shown in Fig. 8(b), we
use a custom attack toolkit consisting of two telescopic tripods,
a flashlight, and an adversarial patch board. The flashlight is a
commercially available model with 3,000 lumens peak brightness
and adjustable focus. During attacks, we use the highest brightness
setting and fine-tune the focus to maximize intensity and lens flare
effect. The adversarial patch is printed on a 1m × 1m board using
precomputed patterns. Both the flashlight and patch are mounted
on height-adjustable tripods (55–210 cm) for flexible placement
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(a) Camera views under road straightening attack. The
front and front-right views are obscured by a flashlight.

(b) Map result in clean condition. Suc-
cess ratio: 1/8.

(c) Map under road straightening at-
tack via blinding. Success ratio: 8/8.

(d) Map under road straightening at-
tack via adv. patch. Success ratio: 7/8.

(e) Camera views under early turn attack. The patch is
visible in the front camera view.

(f) Map result in clean condition. Suc-
cess ratio: 0/8.

(g) Map under early turn attack via
blinding. Success ratio: 3/8.

(h) Map under early turn attack via
adv. patch. Success ratio: 2/8.

Figure 9: Two real-world attack scenarios. Top row: Road Straightening Attacks; Bottom row: Early Turn Attacks.

(a) Road merge: clean vs. Road Straight-
ening Attack using an adversarial patch.

(b) Road split: clean vs. Early Turn At-
tack using camera blinding.

Figure 10: Example map results under successful attacks on
asymmetric road types, including road merges and splits.

and orientation based on the optimized attack configuration. This
setup is low-cost, roadside-deployable, and practical for real-world
attacks against online map construction models.

Attack Planning and Deployment. Since no SD/HD map is
available for the test site, we first construct the map ourselves. The
testbed AV, acting as the attacker’s data collection vehicle, drives
through the site to generate online constructed maps. Using our
asymmetric scene identification method, we identify and select
eight representative asymmetric scenes, covering road types such
as forks, splits, and merges. For each scene, we select one target
frame where the AV approaches the asymmetry anchor. Using the
collected data, our framework generates four attack configurations
per scene: flashlight positions for Road Straightening and Early
Turn attacks, and adversarial patch positions (including facing an-
gle) and patterns for both attack types. In the deployment phase,
we mount the flashlight on a tripod at the selected position for
the camera blinding attack. For the adversarial patch, we print the
pattern, attach it to a board, and mount it on a tripod at the pre-
computed position and angle. The testbed AV then replays each
scene as the victim, collecting surround-view images at the same
location under clean and attack conditions. These images are fed
into the online map construction model for evaluation.

7.2 Attack Effectiveness
7.2.1 Road Straightening Attack. In clean conditions, the model
correctly predicts asymmetric turns in 7 out of 8 scenes. As shown
in Fig. 9(a), the right boundary curves into a parking lot while
the left remains straight—a typical asymmetric fork layout. The
model captures this correctly in clean condition (Fig. 9(b)). How-
ever, in one case (see Fig. 14 in Appendix), it incorrectly predicts a
straight boundary without interference, revealing an inherent sym-
metry bias. When applying the Road Straightening Attack using a
flashlight, we achieve a 8/8 success rate. In Fig. 9(c), the flashlight,
partially obscures the right turn in the front and front-right camera
views. The model mispredicts the curved road as straight, prevent-
ing the AV from entering the parking lot. The adversarial patch
achieves 7/8 successful attacks, producing similar road straighten-
ing effects. An example is shown in Fig. 9(d). Beyond forks, the
Road Straightening Attack is also effective on other asymmetric
road types. For example, in a road merge scene (Fig. 10(a)), the
adversarial patch misleads the model into ignoring a merging lane,
potentially leaving the victim AV unaware of fast-approaching traf-
fic—posing a safety risk. Overall, both attack vectors achieve high
success rates, confirming that the vulnerability persists and is eas-
ily triggered in real-world settings. Most effective attack positions
are located near the start of the turn, around asymmetry anchors,
highlighting their importance in attack planning.

7.2.2 Early Turn Attack. In clean conditions, all 8 scenes are cor-
rectly predicted with no early turns. An example is shown in
Fig. 9(e), where the right turn appears clearly in the camera view
and is accurately predicted in map result (Fig. 9(f)). Using the flash-
light, 3 out of 8 scenes result in successful early turn attacks. In one
case (Fig. 9(g)), the right boundary is entirely missing—considered
a valid early turn outcome—raising the risk of curb collisions. The
adversarial patch attack achieves 2 successes. In Fig. 9(h), a patch
placed after the turn causes the model to predict the boundary
too early, creating a similar hazard. Fig. 10(b) illustrates an Early
Turn Attack on a road split. The camera blinding causes the model
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to predict an early right-turn boundary, which could mislead the
victim AV into colliding with the actual turn boundary when at-
tempting a lane change. While effective across various asymmetric
road types, early turn attacks are generally harder to trigger than
road straightening. This may be due to varying sunlight during de-
ployment, which affects patch visibility. We also find that effective
attack positions for ETA are typically just before or after the turn,
but still around the asymmetry anchors.

7.3 Attack Robustness
Attack under Different Weather Conditions.We evaluate the
effectiveness of the Road Straightening Attack (RSA) and Early
Turn Attack (ETA) in two cloudy and two nighttime scenarios. Rep-
resentative scenarios are shown in Fig. 15 in Appendix. In cloudy
conditions, RSA succeeds in 2 out of 2 scenes for both camera blind-
ing and adversarial patch attacks. ETA succeeds in 1 out of 2 scenes
using camera blinding, but fails in both scenes when using adversar-
ial patches. At night, RSA with camera blinding remains effective,
while all other attacks fail. Camera blinding is significantly more
effective in low-light conditions, such as nighttime in Fig. 15(b),
due to enhanced blur and glare from the flashlight, which more
effectively obscures critical regions like asymmetry anchors. In
contrast, adversarial patches become nearly imperceptible at night,
significantly reducing their effectiveness under such conditions.

Attack in Traffic. In real-world scenarios, attacks may be af-
fected by other road agents such as vehicles or pedestrians, espe-
cially in asymmetric scenes like forks where traffic tends to con-
centrate. To evaluate the attack robustness in such conditions, we
perform the road straightening attack using camera blinding in two
traffic scenarios: one involving pedestrians crossing the road, and
another with a passing vehicle. As shown in Fig. 16(a), the attack
remains effective as long as pedestrians do not block the victim
AV’s view of the attack vectors. Interestingly, Fig. 16(b) shows that
even temporary occlusion of asymmetry anchors by passing vehi-
cles alone can trigger the erroneous symmetric predictions. This
highlights that obstructing critical asymmetric regions is key to
triggering the vulnerability—consistent with the mechanisms of
both camera blinding and adversarial patch attacks.

8 Root Cause Analysis and Defenses
Our results demonstrate that symmetry bias constitutes a vulner-
ability exploitable by the attacks proposed in Section 5. In this
section, we analyze three root causes of this vulnerability and intro-
duce asymmetric data fine-tuning as a potential defense to mitigate
the threat.

Cause 1: Training Data Imbalance. Using the method from
Section 5.3, we identify 407 asymmetric scenes out of 2,095 in the
nuScenes validation set and 2,471 out of 10,305 in the training set,
both around 20% of the total data. This reveals a data imbalance,
with symmetric scenes dominating the dataset (and real-world driv-
ing), which likely contributes to the model’s symmetry bias. To
examine whether data imbalance reinforces symmetry bias, we
measure model uncertainty using Monte Carlo Dropout [6] on 100
symmetric and 100 asymmetric scenes. We observe that asymmet-
ric scenes misclassified as symmetric show notably lower model
uncertainty (0.178), suggesting the model is overconfident in its

incorrect symmetric predictions. In contrast, it shows higher uncer-
tainty (0.464) when generating asymmetric predictions, indicating
unfamiliarity with such predictions.

Cause 2: Network Design. As discussed earlier, online map
construction models typically use a BEV encoder–map decoder ar-
chitecture. In the decoder, such as in MapTR (see Appendix Fig. 17),
the query for a diverging boundary interacts with both instance-
level queries (e.g., reference boundaries) and point-level queries
(e.g., points along the same boundary). This design allows straight
reference boundaries or pre-turn points on the diverging boundary
to inject misleading contextual cues, often causing the model to
generate symmetric predictions that mirror those geometries.

Cause 3: Map Element Representation. Online map construc-
tion models represent vectorized map elements as polylines or
polygons, typically using 20 unconstrained points. While this rep-
resentation is flexible to captures complex structures like S-curves,
it also makes the geometry easy to manipulate, e.g., turning a curve
into a straight or irregular line.

Defense: Asymmetric Data Fine-tuning. Improving network
design or output format is beyond the scope of this work. To ad-
dress the imbalance in training data, we fine-tune the pre-trained
MapTR model on 2,471 identified asymmetric training frames for
an additional 10 epochs. On the 100 asymmetric evaluation scenes
(see Appendix A.3), the fine-tuned model improves road boundary
AP by 5.2% under clean conditions and achieves up to 11% reduc-
tion in Goal Unreachable Rate and 3% reduction in Unsafe Planned
Trajectory Rate under attack, demonstrating partial effectiveness
as a defense.

9 Discussion and Future Work
Continuous attack across frames. A limitation of our attack is
that its effect weakens once the victim AV moves past the flashlight
or adversarial patch, as the visual interference fades. Future works
could explore continuous attacks. For example, using pan-tilt units
with flashlights to dynamically track and target the AV’s cameras
in real time. Similarly, globally optimizing adversarial patterns
across frames could help maintain their effectiveness throughout
the vehicle’s trajectory.

Stealthiness of Attack Vectors. To improve stealth, future
attacks could use invisible lights, such as infrared lights instead
of flashlight or adversarial patches, which can affect camera in-
puts without being visible to humans. Prior works [7, 28, 33] show
that such attacks can disrupt vision-based tasks like traffic sign
recognition and SLAM, suggesting potential effectiveness for on-
line mapping systems.

AttackMulti-sensor Fusion.As discussed in Section 6.4, our at-
tacks exhibit reduced impact on LiDAR-camera fusion-based online
map construction models. However, our camera-only attack vectors
can be extended to multi-sensor fusion systems. For instance, cam-
era blinding can be combined with LiDAR/Radar spoofing [3, 11, 32]
to inject false symmetric boundaries or remove diverging ones.
Additionally, adversarial objects [2, 43] with crafted textures and
shapes can be used to simultaneously introduce visual and point
cloud perturbations, following the patch optimization procedure.

Attack Commercial AD Systems. Commercial AD systems
with online map construction module remain closed-source, but
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the asymmetry vulnerability broadly applies for two reasons: (1)
the fundamental root causes—real-world data imbalance (dominant
symmetric roads) and deep map element interaction designs—are
difficult to eliminate, and (2) their planning modules rarely validate
map inputs rigorously. Extending our attack to commercial systems
may require simulating additional data processing steps used by
these AD systems, such as sensor noise filtering and trajectory
smoothing, to optimize for a more robust attack configuration.

10 Conclusion
In this paper, we identify a model-level vulnerability in online
map construction models: a bias toward predicting symmetric road
structures. This bias can be exploited in asymmetric scenes, such
as forks and merges, through physical interference, causing the
model to mispredict them as symmetric (e.g., straight roads or in-
tersections). To exploit this vulnerability, we propose a two-stage
attack framework that automatically detects vulnerable asymmetric
scenarios and optimizes real-world attack configurations in both
black-box and white-box settings. By deploying flashlights or adver-
sarial patches based on the identified configuration at the roadside,
our method misleads the victim AV into generating incorrect map
predictions, leading to unsafe planning behaviors. Evaluations on
a public autonomous driving dataset and a real-world testbed AV
show that our attacks significantly degrade map accuracy, render
target routes unreachable, and increase collision risks. We further
analyze the root causes of this vulnerability and propose a defense
to improve model robustness.

Ethical Consideration
Experimental safetymeasures:The real-world experimentswere
safely conducted on closed roads in an industrial park under con-
trolled conditions and with special permission. Three team mem-
bers ensured safety: one operated the testbed AV, another moni-
tored pedestrians and traffic and held a remote emergency braking
controller for the testbed AV, ready to intervene at any time if a
dangerous situation arose, and the third managed the attack vec-
tors. During the flashlight attack, the team member responsible for
positioning the flashlight also ensured that pedestrians were not
exposed to strong light to protect their eye safety.

Vulnerability disclosure:We recognized that our research may
impact autonomous driving companies and automakers. We have
provided detailed information about the identified vulnerability and
potential countermeasures to the maintainers of the affected models
and the relevant companies. These details will also be published on
our demo website.
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(a) A symmetric scene incorrectly clas-
sified as asymmetric by the Rule-based
method.

(b) Correctly classified as symmetric by
VLM.

Figure 11: VLM refinement example. The VLM corrects a mis-
classification made by the rule-based method, recognizing
the scene’s underlying symmetry.

Figure 12: Early turn attack objective design.
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Appendix
A Supplementary Experiments
A.1 Robustness Across Symmetric, Asymmetric, and Random Scenes.
In addition to evaluating attacks on asymmetric scenes, it is impor-
tant to assess model vulnerability across different scene types to
validate the focus on asymmetric targets. We compare map qual-
ity and planning impact under attacks across three sets: 100 ran-
domly selected frames, 100 symmetric frames, and 100 asymmetric
frames—all from the nuScenes validation set and classified using our
method in Section 5.3. To ensure a fair comparison, we avoid using
the proposed Road Straightening and Early Turn attacks, as they are
specifically designed for asymmetric scenes. For instance, applying
road straightening attack to symmetrical straight roads is either
irrelevant or ineffective. Instead, we define two general-purpose
attack objectives:

• Untargeted Attack:Maximizes the Chamfer Distance between
predicted and ground-truth left/right boundaries, aiming to
degrade map quality without focusing on specific structures.

• Scene-specific Attack: Flips the scene’s symmetry type. For
asymmetric scenes, it minimizes curvature differences to
induce symmetry; for symmetric scenes, it maximizes curva-
ture differences to induce asymmetry.

All attacks are executed with a fixed query budget of 400, consistent
with dataset evaluations.

As shown in Table 8, asymmetric scenes consistently exhibit
lower map accuracy than symmetric and random scenes under
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# Role:
You are an expert driving scene analyst with extensive experience 
in road geometry analysis and autonomous driving safety.

## Skills:
Your specialized skills include detecting and analyzing road 
boundary symmetry or asymmetry, with particular focus on:
- Identifying potentially hazardous road geometry changes
- Evaluating safety-critical points where geometry alterations 
would most impact driving safety
- Combining map-view geometric analysis with real-world 

camera view observations

### Classification Criteria:
1. **Symmetric**:

- General Case: Left and right boundaries maintain visually 
similar patterns throughout the scene

- Visual Indicators:
* Both boundaries remain roughly parallel with consistent 

spacing
* Both boundaries curve in similar ways (both straight or both 

curved proportionally)
- Special Case (Crossroads): Both boundaries diverge outward in 

opposite directions, forming a symmetrical pattern
2. **Asymmetric**:

- General Case: Clear visual difference between behavior of left 
and right boundaries

- Visual Indicators:
* One boundary changes direction significantly while the 

other doesn't
* The space between boundaries widens or narrows 

dramatically on one side
- Common Types:

* Fork: One boundary clearly branches off while other 
continues straight

* Merge: Road narrows with one boundary moving inward 
more than the other

* Asymmetric Turn: One boundary has a much sharper curve 
than the other

#### Task Description:
Given the map visualization, camera images, and JSON map data:
1. Classify the scene as either **symmetric** or **asymmetric**.
2. If asymmetric:

- Determine the type of asymmetry road structure (e.g., "fork", 
"turn", "lane merging").
3. Provide reasoning for your analysis.

#### Analysis Procedure:
Follow these steps when analyzing each scene:
1. **Initial Assessment**:

- Scan the map visualization to understand the overall road layout
- Note the position of the ego vehicle (red arrow) and the direction of 

travel
- Identify the marked diverge points (green dots) as areas of special 

attention
2. **Boundary Comparison**:

- Compare the red (left) and blue (right) boundaries visually
- Look for places where one boundary changes direction while the 

other doesn't
- Check if both boundaries follow similar patterns or if one behaves 

differently
3. **Camera View Integration**:

- Examine the camera images to see how the geometry appears from 
the driver's perspective

- Confirm that the patterns in the map view match what's visible in 
the camera images

- Pay special attention to the highlighted diverge regions (red boxes)
4. **Classification Decision**:

- If both boundaries behave similarly (both straight, both curve 
proportionally, or mirror each other at intersections), classify as 
**symmetric**

- If one boundary shows distinct behavior not matched by the other, 
classify as **asymmetric**

- For asymmetric cases, determine if it resembles a fork, merge, turn, 
or other structure
5. **Safety Consideration**:

- Consider how the road geometry might affect driving decisions
- Note any potential confusion points or challenging navigation areas
- Include these safety observations in your reasoning

##### Input Format:
1. **PNG Images**:

a. Ground Truth Map ({sample_token}_map.png):
- Left boundary in red, right boundary in blue
- Ego vehicle shown with a red arrow
- Diverge points marked as green dots

b. Camera Views ({sample_token}_cameras.png):
- Front left, front, and front right camera images
- Diverge points marked as green dots, and the diverge region is 

hightlighted in red box.
2. **JSON Data**:

{
"map_elements": [

{
"tag": "left",
"coordinates": [[x1, y1], [x2, y2], ...]  # Points sampled at 1m 

intervals
},
{

"tag": "right",
"coordinates": [[x1, y1], [x2, y2], ...]  # Points sampled at 1m 

intervals
}

],
"diverge_boundary_tag": "left" or "right",
"diverge_points": [[x1, y1], [x2, y2], ...]
"metadata": {

"scene_id": "string",      # Unique identifier for the scene
"timestamp": "datetime"    # Time of data collection

}
}

###### Output Format: 
JSON file:
{

"classification": "symmetric" or "asymmetric",
"details": {

”road_type": "fork", "turn", "lane merging", etc., or null,
"reasoning": "Detailed explanation of the analysis including safety 

implications."
}

}

Figure 13: VLM system prompt.

all settings (clean, untargeted, and scene-specific attacks). For in-
stance, under scene-specific adversarial patch attacks, AP on road
boundary prediction drops to 39.2% for asymmetric scenes, com-
pared to 49.4% and 59.1% for random and symmetric scenes, respec-
tively—highlighting a 19.9% performance gap between asymmetric
and symmetric scenes. The random set falls in between, likely due
to its mix of both scene types.

To evaluate planning impact, we report the Average Displace-
ment Error (ADE) between planned trajectories before and after
attacks (Table 9). Traditional metrics like Unreachable Goal Rate
and Unsafe Planned Trajectory Rate are specific to our custom
attacks (Road Straightening and Early Turn), making ADE more
suitable for general comparison. A higher ADE indicates greater
disruption, and results show it is highest in asymmetric scenes,
aligning with the observed map degradation and confirming their
heightened vulnerability.

A.2 Attack Transferability. We evaluate attack transferability by
applying attack configurations optimized on MapTR to anotehr
online map construction model VectorMapNet. Note that AP values
from MapTR and VectorMapNet are not directly comparable due
to differences in their official AP calculation methods. However,
we can assess transferability by comparing VectorMapNet’s perfor-
mance before and after attacks. As shown in Table 10, both attacks
lead to reductions in AP. For example, the Road Straightening attack
using adversarial patches lowers 𝐴𝑃boundary by 4.3%, indicating suc-
cessful structural manipulation. Table 11 shows that VectorMapNet

has a high unreachable goal rate (58%) in clean conditions, as it
is less advanced than MapTR. Road Straightening attacks further
increase this by up to 15%, confirming strong transferability. In
contrast, Early Turn attacks show minimal effect, likely due to the
weaker influence of distant reference boundaries after turns.

A.3 Asymmetric Data Fine-tuning as Defense. Table 13 shows the
map AP results of the fine-tuned MapTR on 100 asymmetric evalua-
tion scenes under clean conditions, road straightening attacks, and
early turn attacks. Table 14 presents the corresponding planning
metrics before and after fine-tuning, demonstrating that the asym-
metric data fine-tuning improves model robustness in asymmetric
scenarios.

(a) Surround camera views. (b) Incorrect map result.

Figure 14: Example of incorrect map prediction under clean
conditions in a real-world experiment.
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(a) Cloudy weather.

(b) Nighttime.

Figure 15: Attack examples under different weather conditions. Left to right: multi-view camera inputs, clean map prediction,
and attacked map prediction.

(a) Pedestrians crossing the road.

(b) Vehicle passing and temporarily occluding the flashlight.

Figure 16: Attack examples in complex traffic conditions. Left to right: multi-view camera inputs, clean map prediction, and
attacked map prediction.
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Figure 17: Root cause analysis of network design: deep feature interactions in the map decoder allow nearby map elements and
pre-turn points to introduce misleading information.
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Table 6: Online map construction APs (%) and planning Unreachable Goal Rate (%) of advanced online map construction models,
including LiDAR-camera fusion, under the Road Straightening Attack. "C" and "L" respectively denote camera and LiDAR.

Model Modality Attack Blinding (Black-box) Adv Patch (White-box)

𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 𝑚𝐴𝑃 Unreachable Goal Rate (↑) 𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 𝑚𝐴𝑃 Unreachable Goal Rate (↑)

MapTR [ICLR’23] C 48.9 54.2 47.1 27 48.9 54.2 47.1 27
✓ 40.1 44.1 40.1 44 (+17) 37.7 46.0 40.7 44 (+17)

MapQR [ECCV’24] C 56.3 73.5 63.8 17 56.3 73.5 63.8 17
✓ 50.0 67.1 59.4 30 (+13) 48.8 68.9 58.7 26 (+9)

GeMap [ECCV’24]

C 58.0 71.4 63.2 19 58.0 71.4 63.2 19
C ✓ 49.3 65.5 57.5 36 (+17) 47.3 67.2 56.2 39 (+20)

C & L 60.6 76.1 65.6 15 60.6 76.1 65.6 15
C & L ✓ 56.6 72.5 62.2 27 (+12) 55.3 74.5 62.9 26 (+11)

Table 7: Onlinemap construction APs (%) and planning Unsafe Planned Trajectory Rate (%) of advanced onlinemap construction
models, including LiDAR-camera fusion, under the Early Turn Attack. ’"C" and "L" respectively denote camera and LiDAR.

Model Modality Attack Blinding (Black-box) Adv Patch (White-box)

𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 𝑚𝐴𝑃 Unsafe Planned Trajectory Rate (↑) 𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 𝑚𝐴𝑃 Unsafe Planned Trajectory Rate (↑)

MapTR [ICLR’23] C 48.9 54.2 47.1 10 48.9 54.2 47.1 10
✓ 46.4 52.3 44.4 26 (+16) 45.2 51.7 45.1 17 (+7)

MapQR [ECCV’24] C 56.3 73.5 63.8 18 56.3 73.5 63.8 18
✓ 50.6 71.2 61.1 31 (+13) 48.4 68.7 58.3 29 (+11)

GeMap [ECCV’24]

C 58.0 71.4 63.2 10 58.0 71.4 63.2 10
C ✓ 52.5 68.5 59.9 26 (+16) 47.6 66.6 56.4 21 (+11)

C & L 60.6 76.1 65.6 10 60.6 76.1 65.6 10
C & L ✓ 60.3 74.1 65.0 18 (+8) 57.2 75.2 64.3 16 (+6)

Table 8: Map Boundary AP (%) Across Random, Symmetric and Asymmetric Scenario Sets under Untargeted / Scene-specific
Attacks.

Attack Type Blinding (Black-box) Adv Patch (White-box)
Random Symmetric Asymmetric Random Symmetric Asymmetric

Clean 54.3 60.4 48.9 54.3 60.4 48.9
Untargeted Attack 47.8 52.0 38.6 47.5 54.5 36.0

Scene-specific Attack 51.4 59.2 40.8 49.4 59.1 39.2

Table 9: Average Displacement Error (m) between planned trajectories before and after attacks across random, symmetric, and
asymmetric scenes.

Attack Type Blinding (Black-box) Adv Patch (White-box)
Random Symmetric Asymmetric Random Symmetric Asymmetric

Untargeted Attack 0.399 0.262 0.439 0.262 0.282 0.291
Scenario-specific Attack 0.340 0.261 0.425 0.347 0.257 0.422

Table 10: Attack Transferability: Map AP (%) of VectorMapNet under attack configurations optimized on MapTR.

Method Blinding (Black-box) Adv Patch (White-box)
𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 𝑚𝐴𝑃 𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 𝑚𝐴𝑃

Clean 36.0 52.2 43.4 36.0 52.2 43.4
RSA (Ours) 32.6 48.6 39.9 31.7 50.3 41.2
ETA (Ours) 34.9 50.2 40.9 33.5 49.8 41.3
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Table 11: Attack Transferability: Unreachable Goal Rate (%) and Unsafe Planned Trajectory Rate (%) of planning based on
VectorMapNet outputs, under attack configurations optimized on MapTR.

Method Blinding (Black-box) Adv Patch (White-box)

Metric Unreachable Goal Rate
Clean 58

RSA (Ours) 66 (+8) 73 (+15)

Metric Unsafe Planned Trajectory Rate
Clean 25

ETA (Ours) 25 24

Table 12: Online map construction and planning performance of VAD, an end-to-end autonomous driving model with a map
component, under our proposed attacks.

Setting Map Metrics (%) Planning Metric (m)

𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 𝐴𝑃𝑝𝑒𝑑 𝑚𝐴𝑃 avg. L2 distance

Clean 45.6 58.2 48.7 50.8 0.77

Road Straightening Attack
Blinding 21.1 22.8 22.8 22.2 3.71
Adv. patch 16.1 22.3 19.8 19.4 3.69

Early Turn Attack
Blinding 22.1 28.3 25.6 25.3 3.70
Adv. patch 15.4 24.1 21.9 20.4 3.71

Table 13: Defense: Map AP(%) of fine-tuned MapTR on asymmetric scenes in clean and attack conditions.

Method Blinding (Black-box) Adv Patch (White-box)
𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 𝐴𝑃𝑝𝑒𝑑 𝑚𝐴𝑃 𝐴𝑃𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 𝐴𝑃𝑑𝑖𝑣𝑖𝑑𝑒𝑟 𝐴𝑃𝑝𝑒𝑑 𝑚𝐴𝑃

Clean 52.7 63.6 41.2 62.5 52.7 63.6 41.2 52.5
RSA 46.7 55.6 40.7 47.7 41.8 58.2 41.6 47.2
ETA 49.7 61.9 37.5 49.7 49.5 61.5 41.2 50.8

Table 14: Defense: Comparison of planning impact between MapTR and fine-tuned MapTR under attacks.

Method Blinding (Black-box) Adv Patch (White-box)

Unreachable Goal Rate
MapTR 44 44

MapTR (fine-tuned) 33 (-11) 41 (-3)

Unsafe Planned Trajectory Rate
MapTR 26 17

MapTR (fine-tuned) 21 (-5) 18 (+1)
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